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Tasks and issues

— There Is a law on Information Security namely
2013. L. law, and its modification 2015. CXXX.

— Stakeholders : Central and local governments, and
their offices, authorities, institutes, agencies etc.

— For Enterprises it Is a proposal
— There Is an obligation for stakeholders to

categorize the information systems in operations

— Assessment of information from the viewpoint of
confidentiality, data protection, data privacy

— Threats, vulnerabilities, risks either outside or inner



Tasks and issues

— Dealing with security issues during Stages within Life-cycle of
Information Systems
- Analysis
~ Design
—~  Development
—  Operations
- Maintenance

— The information security is wide spread

— It cannot be restricted only to some areas as
—~  Network security
— Virus protection
— IP — Intrusion protection
- Data, information protection and security

— Avrole is defined by the law : Custodian of Information Security

— The typical approach of Custodians to constrain their activiities
only on ,security issues”
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— However, what is needed?

— An Enterprise Architecture approach
— Applying of the analysis, design and descriptive methods

— What methods may be used

— Zachman architecture/ontology

— TOGAF (Open Group,
http://www.opengroup.org/subjectareas/enterprise/togaf )

— SABSA (Sherwood Applied Business Security Architecture,
https://en.wikipedia.org/wiki/Sherwood Applied Business S
ecurity Architecture )

— Software architecture (IEEE 1471-2000 (ISO/IEC
42010:2007)



http://www.opengroup.org/subjectareas/enterprise/togaf
https://en.wikipedia.org/wiki/Sherwood_Applied_Business_Security_Architecture

Mit értunk architektura alatt

IEEE 1471-2000 (ISO/IEC 42010:2007 ) (http://www.iso-
architecture.org/ieee-1471/ieee-1471-fag.html )

Definition from ANSI/IEEE 1471-2000

“The fundamental organization of a system, embodied in its
components, their relationships to each other and the
environment, and the principles governing its design and
evolution”

—  Boehm et al., 1995
A software system architecture comprises

A collection of software and system components,
connections, and constraints.

A collection of system stakeholders' need statements.

A rationale which demonstrates that the
components, connections, and constraints define a
system that, if implemented, would satisfy the collection
of system stakeholders' need statements.
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http://www.iso-architecture.org/ieee-1471/ieee-1471-faq.html

Architektura tervezés kontra
rendszertervezés

Architecture: The domain of decisions on non-functional
requirements

Design of System: Successful implementation of functional
requirementsi(functions, data, event handling).
F

A
F
non-functional requirements Architecture
functional requirements Design of System

That is generic scheme — The real world is much more complex.
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The quality feature of Systems /@

N/
Efficiency
Time behaviour \ Time to market
Resource utilization Cost / benefit
Efficiency compliance viewpointof  Estimated life cycle Business
Security End-user Market niche view
Usability ’ Interoperability to legacy
Maintainability \ systems
Portability Backup
Reliability ' Developer’s view
Testability

J

ISO/IEC 9126-2001 Information Technology — Software Product Quality
(http://en.wikipedia.org/wiki/ISO 9126 )
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A complex model — Big Picture
Why we need it?
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Zachman Framework %ﬁ ’

Row 1 - Scope
External Requirements and Drivers
Business Function Modeling

Row 2 - Enterprise Model
Business Process Models

Row 3 - System Model
Logical Models

Row 4 - Technology Model

Row 5 - As Buiit

Row 6 - Functioning Enterpris

Kormyezet

Fogalmi

Logikai

Fizikai

Megvalositott

M(ik6dd
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Basic Rules of the Framework

Basic Model = Entities and Relationships

Relationship >

Entity

Rule 1: Entity

Columns have no order
Rule 2: ' ' ' ' '

. . What How Where | Who When
Each column has a simple, basic model

Rule 3:
Basic model of each column is unique

Contextual

Logical

Rule 4. .
Each row represents a distinct view ' Physica
Rule 5: i As Buil

Each cell is unique

Rule 6:
Combining the cells in one row forms a . . . . .
complete description from that view
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Foundation Architecture:
Technical Reference Model (TRM)
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Associated with detailed
taxonomy of services

defines scope of each
service category

|dentifies system-wide
capabilities (“qualities”),
e.g.:
Internationalization
Security

Management
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Cross reference tables, matrices
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Documentation for Information
Security

policies, standards, procedures and guidelines.
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Options for Implementation

Open frameworks Dorected implementation

Level of Policies
COBIT: ingyenes
NIST: ingyenes
1ISO 27000/...: S... SABSA
Szabvany szint
1ISO 15408: S.......
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SABSA Model for Information
Security

Contextual Security Architecture

Conceptual Security Architecture

Logical Security Architecture

Physical Security Architecture

ainjoaliyolyy Juawsbeuepy
aoinies Aunosg

Component Security Architecture
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Layers of Security Architecture

The Business View Contextual Security Architecture

The Architect’s View Conceptual Security Architecture

The Designer's View Logical Security Architecture

The Builder's View Physical Security Architecture <—|
The Tradesman's View Component Security Architecture

The Service Manager's View Security Service Management Architecture
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SABSA matrix

ASSETS (What) MOTIVATION (Why) | PROCESS (How) PEQPLE (Wha) LOCATION (Where)
. e . . ; Business ; Business Time
Business Decisions Business Risk Business Processes Governance Business Geography Darenderics
CONTEXTUAL Taxonomy of N Imventory of . :
ARCHITECURE Business Assets, Opportunities rmvaricry of Cepaninations Buildings, Sites, Tima dapanciancies
including Goals & & Threats | to Operational Structure & the Taritor of business
e ool L Processes Extended Enferprise Ly objectives
Objectives Jurisdictions, etc.
Business Knowledge | Risk Management Strategies for Roles & 0 in E . Time Management
& Risk Strategy Objectives Process Assurance Responsibiliies i bl Framework
CONCEPTUAL i i
ARCHITECTURE | g Attribut Enablemant & le__ce == M_EPE_mg Owners;l EUEH'}?ISHE Security Domain Through-Life Risk
UENIOSE A Ciontrol Objectives; TIBHTRENVENT. SHNCL LA, Concepts & Management
Profile 5 : Architectural Service Providers &
Policy Architecture Framework Framework
ies for ICT Customers
Information Assets Risk Ma |.'|E!gemenl F'rua:ess.l'.'lapa & Emntity & Trust Dl Mg |:E.|Ef'|dar &
Policies Senvices Framewaork Timetable
LOGICAL Informaticn Flows: : e
ARCHITECTURE Ineembory of Functional Entity Schema; Domen DEﬁnlt."}nE' Start Times,
; 5 o g . ] Inter-domain -
Information Diomain Policies Transformations; Trust Models; sssacistions & Lifetimes &
Assats Service Oriented Privilege Profiles ; 5 Deadlines
Archilecturs interactions
Risk Management Process Processing
Diata Assets Practicas Mechaniams Human Interface ICT Infrastructure Schedule
PHYSICAL . Applications; Timing &
ARCHITECTURE | Data Dictionary & Rk gjlgig:mem Middleware; U;T;;::T;i;z;? I-IDEHLZT;ZTF“E" Sequencing of
Data Inwveniony Procedures Systems; E!EGIJTIW Conisol Bystams & Nebworks F'r-::-cess.es and
Mechanisms Sessions
1T Components Risk Management Process Tools & Personnel kan'meant Locator Tools & Step Timing &
o Tools & Standards Standards Tools & Standards Standards Seguencing Tools
COMPONENT ICT Products, Risk Analysis Tools; Identities; Job Ti Schedulas:
ARCHITECTURE including Data Risk Registers; Tools and Protocols | Descriptions; Roles; | MNodes, Addresses el
- ] b g . . Clocks, Timers &
Repositories and Risk Monitoring and J for Process Delivery | Functions; Actions & and other Locators - "
Processors Reporting Toals Access Control Lists niarupis
Service Delivery Ciperational Risk Process Delivery Personnel Management of Time & Performance
—— Management Management Management Management Enwironmemnt Management
MANAGEMENT Assurance of Risk Assessment; Management & Account Management of Menagemant of
ARCHITECTURE Dper.au-f:-nal Risk Menltprlrrg & Euppar'f of ij.rslemi. Provisioning; User Buildings, Sites, Calendar and
Continuity & Reporting; Applications & Support Platforms & Timetabl
Excellence Risk Treatment Services Management MNetworks e




SABSA matrix and ITIL v3

FOEPD T WNFELFarrE WL W e . IR TN 1 PR PR [PUIRninred WL 1. Wy
ASSETS (What) MOTIVATION (Why) § PROCESS (How) PEOPLE (Who) LOCATION (Where) TIME (When)
Service Delivery Crperational Risk Process Delivery Personnel Management of Time & Performance
Management Managemant Managemeant Management Ervironiment Managemant
The row above is & repeat of Layer 6 of the main SABSA Matris.
The five rows below are an exploded overlay of how this Layer & relates to each of these other Layers
Business Driver Business Risk Service Relationship Point-of-Supply Ferformance
Development Assessmant Managemeant Managemsant Management Management
CONTEXTUAL Business Anaivaia of irsmal Managing Service Managing Demand Man'ment; § .. o .
ARCHITECURE Banchmarking & ¥ 7 Capabilities fior Service Providers & Saervice Supply, i g
; g & External Risk = . Diriven Performance
Identification of Providing Value o Service Customers; Deployment &
p 5 Factors ; . Targets
Business Drivers Customers Ciontract Man ment Consumption
Prowxy Asset Developing ORM Service Delivery Service . - Service Level
Dewelopment Objectives Planning Management Roles Bervios Poriiic Definition
CONCEFTUAL Diefining Business : : SLA Planning; BCP; Defining Roles, ; : g
ARCHITECTURE | atiributes Profile Fiimk Asiysis on Financial Planning & Responsibilities, Flanning & Managng Sedce
with Performance Businses Alsiusies ROH; Transition Liabilities & Cultural Nilinkawning the Farformances Critane
Criteria, KPls & KRls Froey Asssis Planning ‘Values Sarvios Catalogue snd Targets
; Service Delivery Service Customer Sarvice Catalogue Evaluation
Aaset Managament Fokcy Management Management Suppaort Management Management
Knowledge
) SLA Management; :
LOGICAL Management; ) ) Supplier Acce 55. Cn:-nﬁgura':lnn. Monitoring &
ARCHITECTURE Relzase & Palicy Development; ) . Management; User Management; :
g 3 Management; BCM; T : S Reportimg
Deployment Policy Compliance ) Privileges, Account Capacity Planning; .
) - Cost Managemeant; = g g Performance against
Management; Test & Auditing T i Administration & Availability KE 4 KR
\Validation ransiion Prowvisioning Management san s
Managemeant
Management
. . . ; ; Service
Azsat Security & Crperational Risk Operations Service Resources
P rotection Data Collection Management Lner Suppont Protection F‘erfurrnani..'.e Dt
PHYSICAL Collection
ARCHITECTURE Lhange ) Crperational Risk ,.h:-l:.:- Sohachking: Service Desk; FhFSIGEI a Systems and
Managament; M A Imcident & Event Problem Man' " Ernvironmental Sarvice Monilon
Software & Data il Management; TOLHGHTY RAEIN e, Security B S
. : Architecture . Request Mam'ment Architecture
Integrity Protection Disasier Recovery Management
g Pearsonnel Security Service Monitoring
Tool Protection ORM Tocls Tool Deployment Degloymant Management Toals Tools
COMPONENT Product & Tool ORM Analysis, Product & Tool Recruitment Process | Products & Tools for | Service Analysis,
ARCHITECTURE § Sacurity & Integrity: Monitoring and Selection and Disciplinary Process | Managing Physical Monitoring and
Product & Tool Reporting Tools & Procursment; Training & & Logical Security of Reporting Tools &
Maintenance Display Systams Projact Ma nagement Awareness Tools Installations Display Systems




Enterprise architecture and document centric

Architectural
views of
Zachman’s
framework and
TOGAF

Integration of
Organization
and
Information
systems

approaches

Mutual mapping of

Control information

between business
processes and
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— Creating and maintaining information security
requires:

— Methods for systematic description and design for
Enterprise wide Security Architecture

— There exists Enterprise, Software and Security
architecture methods

— There is methodology for information security and
secure operations

— The prescription of the Information Security Law and
related legal rules can be implemented and
maintained through the systematic and disciplined
application of Architecture approach.
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Thank You for Your
Attention

...Questions?




