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Tasks and issues

— There is a law on Information Security namely 

2013. L. law, and its modification 2015. CXXX.  

— Stakeholders : Central and local governments, and 

their offices, authorities, institutes, agencies etc.

— For Enterprises it is a proposal

— There is an obligation for stakeholders to 

categorize the information systems in operations

– Assessment of information from the viewpoint of 

confidentiality, data protection, data privacy

– Threats, vulnerabilities, risks either outside or inner



Tasks and issues

— Dealing with security issues during Stages within Life-cycle of 
Information Systems
– Analysis

– Design

– Development

– Operations

– Maintenance

— The information security is wide spread 

— It cannot be restricted only to some areas as
– Network security

– Virus protection

– IP – Intrusion protection

– Data, information protection and security

— A role is defined by the law : Custodian of Information Security

— The typical approach of Custodians to constrain their activiities
only on „security issues”



Holistic approach

— However, what is needed?

— An Enterprise Architecture approach 
— Applying of the analysis, design and descriptive methods

— What methods may be used
— Zachman architecture/ontology

— TOGAF (Open Group, 
http://www.opengroup.org/subjectareas/enterprise/togaf )

— SABSA (Sherwood Applied Business Security Architecture, 
https://en.wikipedia.org/wiki/Sherwood_Applied_Business_S
ecurity_Architecture )

— Software architecture (IEEE 1471-2000 (ISO/IEC 
42010:2007 ) 

http://www.opengroup.org/subjectareas/enterprise/togaf
https://en.wikipedia.org/wiki/Sherwood_Applied_Business_Security_Architecture


Mit értünk architektúra alatt

IEEE 1471-2000 (ISO/IEC 42010:2007 ) (http://www.iso-
architecture.org/ieee-1471/ieee-1471-faq.html )

Definition from ANSI/IEEE 1471-2000
“The fundamental organization of a system, embodied in its 

components, their relationships to each other and the 
environment, and the principles governing its design and 
evolution”

– Boehm et al., 1995
A software system architecture comprises
A collection of software and system components, 

connections, and constraints.
A collection of system stakeholders' need statements.
A rationale which demonstrates that the 

components, connections, and constraints define a 
system that, if implemented, would satisfy the collection 
of system stakeholders' need statements.
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Architektúra tervezés kontra
rendszertervezés

That is generic scheme – The  real world is much more complex.

non-functional requirements

functional requirements

Architecture: The domain of decisions on non-functional 

requirements

Design of System: Successful implementation of functional 

requirements (functions, data, event handling).

Architecture

Design of System
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The quality feature of Systems

Efficiency

Time behaviour

Resource utilization

Efficiency compliance

Security

Usability

Maintainability 

Portability

Reliability 

Testability

Viewpoint of

End-user

Developer’s view

Time to market

Cost / benefit

Estimated life cycle

Market niche

Interoperability to legacy 
systems

Backup

Business 

view

ISO/IEC 9126-2001 Information Technology – Software Product Quality 

(http://en.wikipedia.org/wiki/ISO_9126 )
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Zachman 
Framework
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A complex model – Big Picture
Why we need it?
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Zachman Framework
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Row 1 – Scope

External Requirements and Drivers
Business Function Modeling

 Row 2 – Enterprise Model

Business Process Models

 Row 4 – Technology Model

Physical Models

Solution Definition and Development

 Row 5 – As Built

As Built

Deployment

 Row 6 – Functioning Enterprise

Functioning Enterprise

Evaluation

 Row 3 – System Model

Logical Models

Requirements Definition
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Basic Rules of the Framework
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Basic Model = Entities and Relationships

EntityRelationshipEntityRule 1:

Columns have no order

 Rule 2:

Each column has a simple, basic model

 Rule 3:

Basic model of each column is unique

 Rule 4:

Each row represents a distinct view

 Rule 5:

Each cell is unique

 Rule 6:

Combining the cells in one row forms a 

complete description from that view

Contextual

Conceptual

Logical

Physical

As Built

Functioning

Contextual

Conceptual

Logical

Physical

As Built

Functioning

Why

Why

Who

Who

When

When

Where

Where

What

What

How

How
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Based on work by 

John A. Zachman
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High-level technical reference 
model
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Associated with detailed 
taxonomy of services
defines scope of each 

service category

Identifies system-wide 
capabilities (“qualities”), 
e.g.:
Internationalization

Security

Management

Foundation Architecture:
Technical Reference Model (TRM)
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Cross reference tables, matrices, 
catalogs and diagrams
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Documentation for Information 
Security

policies, standards, procedures and guidelines.
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Options for Implementation

Level of Policies

COBIT: ingyenes

NIST: ingyenes

ISO 27000/…: $... SABSA

Szabvány szint

ISO 15408: $.......

Level of Procedures Development is required
on their own

Open frameworks Dorected implementation
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SABSA Model for Information
Security
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Layers of Security Architecture
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Information 
Systems in 
Operation

IT 
Infrastructure
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SABSA matrix
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SABSA matrix and ITIL v3
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Enterprise architecture and document centric
approaches



Conclusion

– Creating and maintaining information security 
requires:
– Methods for systematic description and design for 

Enterprise wide Security Architecture
– There exists Enterprise, Software and Security 

architecture methods
– There is methodology for information security and 

secure operations
– The prescription of the Information Security Law and 

related legal rules can be implemented and 
maintained through the systematic and disciplined 
application of Architecture approach.
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Thank You for Your
Attention

…Questions?


