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agenda

1. e-CF standard and the enriched e-Cfplus System
2. IT Security Profiles, enriched version

3.  Professional Positioning and Qualification



}- Norms and Institutions for
] certification’s governance

e-CFplus *

Recent changes in the Italian Norms system

O Lex
» DL.4/13, recognize new Associations, for instance those of ICT Specialists
» Lex 13/13 established the National Certification System

U Standardization
 Italy: UNI published the Norm 11506 in September 2013 based on e-CF

 Europe: CEN published the Norm EN 16234, as valid for all european
Countries

Italian Institutions involved in certifications

ACCREDIA, recognize Certification Bodies

MISE: Ministry of Economic Development, Association Register
Professional Associations

Enterprise Associations, launched the Digital Competencies Observatory
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Framework underpinning methodology

* Based on a shared understanding of competence

Competence: a demonstrated ability to apply
knowledge, skills and attitudes for achieving observable results

* 5 e-Competence levels related to the European Qualifications Framework (EQF)

related to EQF Level

e-g5 8
e-4 7
e-3 6
e-2 4 and 5
e-1 3

* Framework structured in 4 dimensions:

Dimension 1: 5 e-CF areas Dimension 3: 5 e-CF levels
Dimension 2: 40 competencies Dimension 4: knowledge & skills examples
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- I C Dimension 1 Dimension 2 Dimension 3
’. i 36 e-Competences identified "

A.PLAN A1 15 and Business Strategy Alignment

A.2. Service Level Management
[ ] [ ]
e-CF 3.0 characteristics
-
e A4, Product or Project Planning
A5, Design Architecture
A.6. Application Design
A7 Technology Watching

A.8. Sustainable Development

. . B. BUILD B.1. Design and Development
e e-CFis a public framework A

B.3. Testing

 Issupported by EC (CEN) 84 Soluon Deloymen

B.5. Documentation Production

. Quality assured o e

C.3. Service Delivery

o Neut rality assu rEd C.4. Problem Management

D. EMABLE D.1. Infermation Security Strategy Development
0.2, 1CT Quality Strategy Development
D.3. Education and Training Provision
D.4. Purchasing
[0.5. Sales Proposal Development
D.6. Channel Management
D.7. Sales Management
D.8. Contract Management
D.9. Personnel Development

D.10. Information and Knowledge Management

E. MANAGE E.1. Forecast Development
E.2. Project and Portfelio Management
E.3. Risk Management
E.4. Relationship Management
E.5. Process Improvement
E.6. ICT Quality Management
E.7. Business Change Management
E.8. Information Security Management

E.9.IT Governance
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Dimension 1 E. MANAGE

Dimension 2 E.8. Information Security Management

e-Competence:Titke  Implements information security policy. Monitors and takes action against intrusion, fraud and security
+ generic description breaches or leaks. Ensures that security risks are analysed and managed with respect to enterprise data and
information. Reviews security incidents and makes recommendations for continuous security

enhancement.
e-Competence Systematically scans the Evaluates security Provides leadership forthe = —
proficlency levals environment to identify and  management measures and  integrity, confidentiality
{on e=-CF lavels e-1 define vulnerabilities and indicators and decides if and availability of data
to@-5, related 1o threats. Records and compliant to information stored on information
ECF levels 3 to8) escalates non-compliance. security policy. Investigates  systems and complies with

and instigates remedial all legal requirements.
measures to address any
security breaches.

Dimension 4

Knowledge examples  Knows/ Aware of/ Familiar with:
K1 the organisations security management policy and its implications for engagement with customers, suppliers
and subcontractors
K2 the best practices and standards in information security management
K3 the critical risks for information security management
K4 the IS internal audit approach

Skills examples Able to:
51 document the information security management policy, linking it to business strategy
52 analyse the company critical assets and identify weaknesses and vulnerability to intrusion or attack
53 establish a risk management plan to feed and produce preventative action plans
54 perform security audits
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EUROPEAN ICT PROFILE FAMILY TREE

Generation 1: SIX FAMILIES

HU}:’HL&E ]EK}JNILAL ["I:"-“F'I l']ph.li"NT l}l:l":":'“_t & SUPP(."HI

MANAGEMENT MANAGEMENT et OPERATION

Generation 2: 23 EUROPEAN ICT PROFILES

Busingss
Information
Manager

Ouality Assurance Darabase

cinoee 2 fue Developer = Nocount Manager
Manager Business Analyst P Admimnistralon 8

ICT Security
Managur

Digital Media Systems
Specialist Administralos

Systems Analyst ICT Trainer

ICT Operations
Manager

Enterprise ] Network ICT Security

— Ofi JNAEC &1 ‘.-' ‘:1" alig
Project Manager Architacs Test Spedialist Specialist Specialist

: Technical
e Service Manager e Systems Architect - ki ICT Consultam
Specialist

Sarvica Degk
Agent
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ICT demand
ICT supply

Dimengion 3

Market scenarios
(related to EOF levels 3-8)

Higher Education

Curricula N I

. o A PLAN A1 1S and Businese Strategy Alignment . po .
multinational \ A2 Skt lnaprert Certification
. A4, Product/ Sendce Planning - >
S National R programs

A8 Application Dezign

AT Technology Trend Monltoring

SM E'S fra meworks —t> iii:f:;‘f"““’""‘“‘
i B o —— HR planning
educational ——

B.4. Solution Deplayment

J o b pOSt i ng & E.5. Documentation Froduction

B.6. Systems Engineering

institutions
Recruitment e — Make or buy
— policies

D. ENABLE D1, Information Securfty Strateqy Development

0.2, ICT Qualtty Strategy Development
Skills gap analysis ===
_\5 T Competence

assessment

higher

education

private
certification
providers

D.7. Sales Management

ICT Professional CV —

oo and

Self promotion o oy

Individual training

professional e-CF use by the ICT sector plans

associations .

social / oo ’\
partners

individuals

Multi-stakeholder user community from all kind of market perspectives
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On the basis of what is offered by the public skills
framework e-CF and based on the EUCIP experience,
AICA has built

a An enriched professional system, with an higher
granularity

O Operational tools for managing skills and profiles of
ICT specialists

O The qualification and certification paths
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Obijectives

Specify an ICT enriched competence and
profiles portfolio to satisfy following
requirements

« Compliancy with Italian Technical UNI
Norm 11506 and EN 16234 on e-CF
and associated European Professional
Profiles

e Sustain the convergens of schools and
universities towards a competence and
profile system accomplishing ICT
discipline and labour market
requirements (eCF compliant with EQF)

e Allow to implement and deploy services
e e e to manage those competencies and
profiles including their certification

10
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e-CFplus

e-CFplus characteristics

e-CFplus adds the value of detailed and structured knowledge and operational
skills, provides well known methods and web tools to manage the assets of
business skills in a simple and effective way. e-CFplus can also adapt and
customize the entire system to the specific characteristics of the organization.

e-CFplus enriches the 40 e-CF skills with more than 2,200 building blocks grouped
into 157 homogeneous sets of knowledge items and skills; these elementary
components enrich the 23 CEN profiles, that can be defined by each organization,
with the possible methodological support of AICA

e-CFplus can be used in any organization

e-CFplus helps professionals understand their position in an organization, see
where they can grow, and what they need to advance in their careers.

For organizations, e-CFplus helps ICT managers and Human Resources to
identify and clearly define the professional development of their employees, and
to plan effective training and development activities.
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Profile title ICT SECURITY SPECIALIST (12)

Summary Statement Ensures the implementation of the organizations security policy.

Mission Proposes and implements necessary security updates. Advises, supports,
informs and provides training and security awareness. Takes direct action
on all or part of a network or system. Is recognized as the ICT technical
security expert by peers.

Deliverables Accountable Responsible Contributor e—CFpIus—European

e Knowledge or o New technology e Risk Management ICT PrOfeSSional Proﬁles

Information integration proposal policy
base (Security) (Security) e Risk Management = - -
Plan ICT Security Specialist
e Information security
policy

Main task/s Ensure security and appropriate use of ICT resources
Evaluate risks, threats and consequences

Provide security training and education

Provide technical validation of security tools

Contribute to definition of security standards

Audit security vulnerability

Monitor security developments to ensure data and physical
security of the ICT resources

e-competences C.2 Change Support Level 3
(e-CF) C.3 Service Delivery Level 3
D.9 Personnel Development Level 3
D.10. Information and Knowledge Management | Level 3
E.8 InformasierrSECurity Management 4

Sets of skills/knowledge WChange Management

(e-CFplus) C.3.: Service Delivery Management

D.9.: Professional Development

D.10.: Information and Knowledge Analysis

E.8.: Information Security System Management, Data Protection
Management, Access-Control Policies, Models and Mechanisms, Database
Security, Operating Systems Security, Network Security and Attack

Weless Security, Web Application Security, ICT Securtj
Assu

KPI area Security measures In place

12
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Profile title

ICT SECURITY MANAGER (11)

Summary Statement

Manages the Information System security policy.

Mission

Defines the Information System security policy. Manages security deployment
across all Information Systems. Ensures the provision of information
availability. Recognized as the ICT security policy expert by internal and
external stakeholders.

Deliverables Accountable Responsible Contributor
e Information e Knowledge or e Risk
security policy Information base Management
e Information policy
security strategy e New technology
integration
proposal
e |CT Strategy &
implementation
Main task/s e Define and implement procedures linked to IS security

e Contribute to the development of the organization’s security policy

e Establish the prevention plan

e Inform and raise awareness among general management

e Ensure the promotion of the IT security charter among users

e Inspect and ensure that principles and rules for IS security are applied

e-competences A.7. Technology Trend Monitoring Level 4
(e-CF) D.1. Information Security Strategy Development Level 5
E.3. Risk Management Level 3
Informatj rity Management
Level4 SN
Sets of 77.: Technology Watching \
skills/knowledge D.1.: Information Security Policy, Business Risk and ICT Security, Business
(e-CFplus) Continuity Planning
E.3.: ICT Risk Policy
E.8.: Information Security System Management, Data Protection Management
N&9.: IS Governance
KPI area /

Sewicy effectiveness
\ /

“e-CFplus

e-CFplus-European ICT
Professional Profiles

ICT Security Manager

13
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e-CFplus provides well known methods and web tools to manage the assessment of
assets, in terms of possessed individual and business skills; to be managed in a simple
and effective way, allowing you to adapt and customize the entire system to each specific
organization

The main web tools provided to professionals and companies are the e-Competence
Benchmark and e-Competence Management.

e-Competence Management is a system designed for enterprise use that provides a
vision that is analytical and concise, accurate and customizable of the individual and
organization skills; in particular it provides:

estandard individual reports;

ecustomized reports for individuals, departments, organizations, professional families,...;
eintegration with leading systems of human resources management (SAP, Oracle, etc.);
eanalysis of individual and organizational gaps related to the 23 CEN profiles, the 21
EUCIP profiles, and the profiles and functions defined by the organization;
epersonalization of the standard skills model (elimination of irrelevant skills , for the
company; adding specific business/sector expertise, ...)

emethodological and operational support.

14
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6 e-CFplus profiles families to be managed In
the ICT professional system proposed by AICA

e-CFplus profiles are e-CF compliant

(generation 3) based on same

AICA

Associazione ltaliana per I’Informatica

ed il Calcolo Automatico

competencies, but enriched with 157
set of 2.200 knowledge and skills

upon AICA experience

UMANAGE-business management

*Business information manager +

*Chief Information Officer +
*ICT operation manager +

LPLAN-design
*Business analyst +
*Systema analyst +
*Enterprise architect +
*System architect +

LURUN-service&operations
»Data Base administrator +
»Service desk agent +
»System administrator +
*Network specialist +
»Technical specialist +

®

e-CFplus

UMANAGE-technical management
*Quality assurance manager +
*ICT Security manager +

*ICT Project manager +

*Service manager +

UBUILD-development
=Developer +

»Digital media specialist +
»Test specialist +

LOENABLE-support

*ICT Consultant +
Account Manager +
*ICT Trainer +

*ICT Security specialist +
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e-CF standard and the enriched e-Cfplus System
IT Security Profiles, enriched version

Professional Positioning and Qualification

e-CFplus
System

16



- Professional path: positioning and monitoring
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Target: professionals, managers and ICT entrepreneurs, individually

Objectives and results to specialists in the target: set up and find
answers to questions

« What is the content of my work recognized today by the ltalian
labor market

« What would be my career guidance including consideration of
employability in the Italian and European market

« How to get help to monitor the progress of the professional career
and to gather information for the technical updating and systematic
re-positioning in the labor market



The Professional monitoring /.CT Specialists would be

& positioning path positioned in respect of 6
professional families

*Business manager
*Technical manager
*Plan-design
*Build-development
*Run-service & operations

KEnable - support

registration/
EI_O Focused } 1 objectives 1
u

Training plan
. : — validation and
— arget profile _—
Qualified measure through skill inventory ,
Training {4 development } S competencies
supplier 2 & gaps
assessment e- CF
based
L ~
( Proximity profile,
L level and positioning
|
N v

Qualification Certification and Repository and Personal value
6 7 register 8 Forum 9
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Assessment Tool — Personal

identification

e-CFplus

competencemngt. aicaned. net

A e-Competence Ay e

#l AicA Management Fanewt

LOGIN

Insert your username and password

WJEEMamEe

Password Entter

Forgot your password?

¥ Download user manual

e-Competence Management (C) 2014 AICA |5 & registered mark of Associazione itallana per Minformatica ed Il Caleolo Automatico with an address at p.be Morandl,2 20121 Milano, ltaly, AICA Logos are registered trade marks and cannoq be
used without expeess permission. A rights reserved. The e-Competence Management s based upon a proprietary development of dimension 4 of e-Competence Framework (e-CF). e-CF i a consensus-based specification published by the
CEN Warkshop on ICT Skills and was co-funded by the European Commissian, DG Enterprize and Industry. It i avallable for download on wWw.eCompetances.sw and waw.cen.eu



Assessment Tool — Questionnaire on Competencies

Welcome riccardo soquizzato

» Change your passward

The questionnaire

To complete the questionnaire, please indicate f you currently have or not the competence, regardless of how you acquired the competence and without
taking into account what Is reguired by your current rele or any job profile to which you aspire.

Evaluation Criteria

. Yes = application of the competence through direct experience that is still relevant (l.e. time necessary to resume experience |s less than 1 month)
. Mo = no application of the competence or its application is not relevant any mare

Once you have answered all guestions, click the “Save” button followed by "View personal results® button,

Download user manual Modify personal information Export answers to PDF View personal results “
A-Plan

AL IS and Business Strategy Alignment

Anticipates long term business requirements, influences improvement of organisational process el‘fi:l!nr\r and
effectivenes. Determines the 15 model and the enterprise architecture in line with the organisation's policy and ensures
a secure environment. Makes strategic 15 policy decisions for the enterprise, including sourcing strategies.

Budiness Analysis and Modelling, ICT Strategic Planning, ICT Strategic Choices

YES * KD

A2, Service Level Management
Defines, validates and makes applicable service level agreements (5LAs) and underpinning contracts for services

offered, Megotiates service performance levels taking into account the needs and capacity of stakeholders and
business.

YES # NO

A3, Business Plan Development

Addresses the design and structure of a business or product plan including the identification of altemative approaches
ad well a3 return on investment propositions. Considers the possible and applicable sourcing models. Presents cost
benefit analysis and reasoned arguments in support of the selected strategy. Ensures compliance with business and
technalogy strategies. Communicates and sells business plan to relevant stakeholders and addresses political,
financial, and organisational interests,

YES KD =

Budiness Case Analysis, Business Plan Economics, Business Plan Communication

Ad, Product | Service Planning

Analyses and defines current and target status, Estimates cost effectiveness, points of risk, opportunities, strengths
and weaknesses, with a critical approach, Creates structured plans; establishes time scales and milestones, ensuring
optimisatien of activities and resources. Manages change requests. Defines delivery quantity and provides an ovendew
of additional documentation requirements. Specifies correct handling of products, including legal issues, in accordance
with current regulations.

YIES * WO

AL, Architecture Design

Specifies, refines, updates and makes available a formal approach to implement solutions, necessary to develop and
operate the |5 architecture. ldentifies change requirements and the components involved: hardware, software,
applications, processes, information and technology platform. Takes into account interoperability, scalability, usability
and security. Maintains alignment between business evolution and technology developments,

Systems Architecture Definition, Enterprise Applications Architecture, Industrial Automation Architecture, Distributed
Comnuting Architeciure

YES WO -



Assessment Tool — Questionnaire on Proficiency levels

A.1.1S and Business Strategy Alignment

Anticipates long term business requirements, influences improvement of organisational process efficiency and effectivenes.
Determines the IS model and the enterprise architecture in line with the organisation’s policy and ensures a secure environment.

YES » NO
Makes strategic |5 policy decisions for the enterprise, including sourcing strategies.
Business Analysis and Modelling, ICT Strategic Planning, ICT Strategic Choices
Please select ALL still relevant proficiency levels (select one or more as required)
Level 4 Level 5
Provides leadership for the construction and implementation of long term Provides IS strategic leadership to reach consensus and commitment from
innovative IS solutions. the management team of the enterprise,
W L

A.2. Service Level Management

Defines, validates and makes applicable service level agreements (SLAs) and underpinning contracts for services offered. YES » NO
Negotiates service performance levels taking into account the needs and capacity of stakeholders and business.

A.3. Business Plan Development

Addresses the design and structure of a business or product plan including the identification of alternative approaches as well

as return on investment propositions. Considers the possible and applicable sourcing models. Presents cost benefit analysis and

reasoned arguments in support of the selected strategy. Ensures compliance with business and technology strategies. YES NO -
Communicates and sells business plan to relevant stakeholders and addresses political, financial, and organisational interests,

Business Case Analysis, Business Plan Economics, Business Plan Communication



Export to PDF
Personal results

The “radar" below shows you the profile closest to your declared competences (i.e. your
"proximity profile").

A list of related competences is presented below the radar, showing competences to be improved
and competences you have in excess of the required level for this profile.

Report for the profile "ICT TRAINER" for riccardo scquizzato

Each professional profile has different weights assigned to the technical competences needed by
an ICT professional. The proximity index is calculated by considering the coverage of the
declared competences with respect to the profile requirements; it does not consider competences
that are held in excess of the required levels.

All the profile competences are clustered in line with the 5 main e-CF categories: PLAN, BUILD,
RUN, ENABLE, MANAGE.

Welcome riccardo scquizzato  [[Keeell)¢

Back to questionnaire

The list below shows how close your results are
to a complete range of professional profiles.

To view a detailed version of any of these
results, click on the small radar icon beside the
profile title.

Your
. proximity View
View report to this | profile
profile
\;Jn ICT TRAINER 91.26 % | [©
N
% PROJECT
7 MANAGER 788% @
) CHIEF
~ INFORMATION 53.85% | [©
OFFICER (CIO)
& cr
“ OPERATIONS 50.85% | [@
MANAGER
i
@nler
7 CONSULTANT 16.38% | @
) QUALITY
“ ASSURANCE 40.17 % | [@
MANAGER
Pt LY
5 BUSINESS
7 ANALYST BHBX @
%) DEVELOPER 37.49% | [©
N
5 TEST
7 SPECIALIST 372% @
{3 BUSINESS
~ INFORMATION 31.74% | [©
MANAGER
P
%) DIGITAL MEDIA
7 SPECIALIST 27.69% | @
Pty
{5 ACCOUNT
“ MANAGER 2481% @
%) ENTERPRISE
~ ARCHITECT B8% B
5 CERVICE



_/@ e-Competence Managen x‘ [ P18.ecm.pdf XY__ [ Profile title
<« C | 8 httpsy/ 'survey/competenceReport?user_id=3037 QHpyr =

/competencemngt.aicanet.net/surve

ol e-Competence By curcpean

e-Competence

A AlcA Management Frarninrork

Welcome Ugo Rossi

ck to questionnaire

Export ta POF

Personal results

The histegram below shaws 2 messurs of your mastery for each a-CF compatence you declared ta possess.

A detailed analysis is presentad below the histogram, showing for each e-CF competence a measure of proficiency levels and the list of sets of required knowledge and
skills you do net sufficiently have.
Report for e-CF competences for Ugo Rossi

The measure of your mastery for sach e-CF competencs is expressed as & percentags where 100% means you have declarsd to "posses” all competance proficiency levals
and all sats of knowledge and skills at the highest degree (compatencas you declared "nat to have' are not shown)

E.5. Procaess Improvement 42.86%
B.5 Documeantation Production 37.50%
E.4_ FRelationship Managemeant 30.00%
B.4. Solution Deployment 290.38%
B.1. Application Davelopment 28.51%
A.4. Product [ Service Planning 16.67%
A.6. Application Design 16.21%
E.2. Project and Portfolio Management 14.72%
C.4. Problem Manzgament 13.04%
A2 Sarvice Level Managemant 12.86%
B.2. Testing 12.73%
A.S. Architacturs Dasign 12.70%
D.11 MNeeds Identification 12.66%
D.5 Personnel Development 10.00%
B.6. Systems Enginearing 9.00%
C.3. Service Delivery 7.31%
D.& Contract Managamant 6ETE
5.09%

E7. Business Change Management

C.2. Changa Suppert 4.67%

s it




L
=
<>

Employers
Role Profiles

Professional Progression into an

organization

Practitioners
self-assess
against the e-CF

Competences
*Proficiencies
*Inputs to Europass CV

*Support Plans for
professional development

24
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The professional path of the

Path

User
Competencies

Entry Qualification

Level of
professional
Qualification

Certification

specialist

Professional IT Security Specialist

level profile positioning
(upon e-CF)

*1: associate *|CT Security Administrator
*2: professional *|CT Security Specialist
*3 senior *|CT Security Specialist senior

professional

*4: lead *|CT Security Integrator

* 5 principal .-

e-CFplus

ICT Security

Exam tools

ECDL IT Security
(automatic exam)

ITA Security module
(automatic exam)

Self Assessment (e-CM)
Accredited Assessor

Written exam (Core)
Self Assessment

Real experience Portfolio
Exam commission



AICA
Ass_ociazione Italiana per I’ Informatica e = C F p l US

ed il Calcolo Automatico

L
=
<>

Requirements for Security Specialist
qualification and certification

** seniority in the role of at least 36 months pS iy
Certlflcato e—CFp.fus iﬁfg,ﬁé
e-CFPlus Certificate BREEEE ..

s self - assessment ranking > 75% e

oomptn?.en hm p Ip ﬁl
N‘amr\yﬁmmfunbnnprnmssmqﬂnmdmﬂmﬂfﬂkﬂnhs'mﬁm Certification of ICT Specislists,

** written exam e e ot

PROFESSIONISTA ICT

PROJECT MANAGER
in conformita con la norma

in compliance with norm

UNI 11506:2013 If A~ o
L ol Emesso:  16-12.2015
o Gemmala NGA Scaded: 16122015

+» oral exam with commission

Otherwise QUALIFICATION as professional for ranking between 50
and 75%
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:- AICA e-CFplus
peer-to-peer monitoring of competencies
evolution

Detailed Personal Report

Personal results

---------

AICA Forum for
/ \ ICT Professionals
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Thanks for your attention

r.oellini@aicanet.it www.aicanet.it
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