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Norms and Institutions for 
certification’s governance 

Recent changes in the Italian Norms system  
 Lex      

 DL.4/13, recognize new Associations, for instance those of ICT Specialists  
 Lex   13/13 established  the National Certification System 

 
  Standardization  

• Italy:  UNI  published the Norm 11506 in September 2013 based on e-CF 
• Europe: CEN published the  Norm  EN 16234, as valid for all european 

Countries 
  
Italian Institutions  involved in certifications 
 ACCREDIA, recognize Certification Bodies  
 MISE: Ministry of Economic Development, Association Register 
 Professional Associations 
 Enterprise Associations, launched the Digital Competencies  Observatory  



e-CF 3.0 

Dimension  1: 5 e-CF areas  Dimension 3: 5 e-CF levels 
Dimension  2: 40 competencies   Dimension 4: knowledge & skills examples 



   e-CF 3.0 characteristics  

• e-CF is a public framework 
• Is supported by EC (CEN) 
• Quality assured 
• Neutrality assured 



e-CF 2.0 



CWA 16458 



 
   Multi-stakeholder user community from all kind of market perspectives 

A shared European language  
to close the e-Skills gap 
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On the basis of what is offered by the public skills 
framework e-CF and based on  the EUCIP experience,  
AICA has built 
 

 An enriched professional system, with an higher 
granularity 
 

 Operational tools for managing skills and profiles of 
ICT specialists 
 

 The qualification and certification paths  
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 e-CFplus System 

Objectives 
Specify an ICT enriched  competence and 

profiles  portfolio   to satisfy following 
requirements  

• Compliancy with Italian Technical UNI 
Norm 11506 and EN 16234 on e-CF 
and associated European Professional 
Profiles 

• Sustain the convergens of schools and 
universities towards a competence and 
profile system accomplishing ICT 
discipline  and labour market 
requirements (eCF compliant with EQF) 

• Allow to implement and deploy services 
to manage those competencies and 
profiles including their certification  



e-CFplus can be used in any  organization 
 
e-CFplus helps professionals understand their position in an organization, see 
where they can grow, and what they need to advance in their careers. 
 
For organizations, e-CFplus helps ICT managers and Human Resources to 
identify and clearly define the professional development of their employees, and 
to plan effective training and development activities. 

e-CFplus adds the value of detailed and structured knowledge and operational 
skills, provides well known methods and web tools to manage the assets of 
business skills in a simple and effective way. e-CFplus can also adapt and 
customize the entire system to the specific characteristics of the organization. 
 
e-CFplus enriches the 40 e-CF skills with more than 2,200 building blocks grouped 
into 157 homogeneous sets of knowledge items and skills; these elementary 
components enrich the 23 CEN profiles, that can be defined by each organization, 
with the possible methodological support of AICA 
 
 

e-CFplus characteristics 
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Profile title ICT SECURITY SPECIALIST (12)  
Summary Statement Ensures the implementation of the organizations security policy.  
Mission Proposes and implements necessary security updates. Advises, supports, 

informs and provides training and security awareness. Takes direct action 
on all or part of a network or system. Is recognized as the ICT technical 
security expert by peers.    

Deliverables Accountable Responsible Contributor 
 • Knowledge or 

Information 
base (Security)  

 

• New technology 
integration proposal 
(Security)  

 

• Risk Management 
policy  

• Risk Management 
Plan  

• Information security 
policy  

 
Main task/s • Ensure security and appropriate use of ICT resources  

• Evaluate risks, threats and consequences  
• Provide security training and education  
• Provide technical validation of security tools  
• Contribute to definition of security standards  
• Audit security vulnerability  
• Monitor security developments to ensure data and physical 

security of the ICT resources   
e-competences 
(e-CF) 

C.2 Change Support  Level 3  
C.3 Service Delivery  Level 3  
D.9 Personnel Development  Level 3  
D.10. Information and Knowledge Management  Level 3  
E.8 Information Security Management  Level 3-4  

Sets of skills/knowledge 
(e-CFplus) 

C.2.: ICT Change Management 
C.3.: Service Delivery Management 
D.9.: Professional Development 
D.10.: Information and Knowledge Analysis 
E.8.: Information Security System Management, Data Protection 
Management, Access-Control Policies, Models and Mechanisms, Database 
Security, Operating Systems Security, Network Security and Attack 
Prevention, Wireless Security, Web Application Security, ICT Security 
Assurance 

KPI area Security measures in place 
 

e-CFplus-European  
ICT Professional Profiles 

ICT Security Specialist 
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Profile title ICT SECURITY MANAGER (11)  
Summary Statement Manages the Information System security policy.  
Mission Defines the Information System security policy. Manages security deployment 

across all Information Systems. Ensures the provision of information 
availability. Recognized as the ICT security policy expert by internal and 
external stakeholders.   

Deliverables Accountable Responsible Contributor 
 • Information 

security policy  
 

• Knowledge or 
Information base  

• Information 
security strategy  

 

• Risk 
Management 
policy  

• New technology 
integration 
proposal  

• ICT Strategy & 
implementation  

 
Main task/s • Define and implement procedures linked to IS security  

• Contribute to the development of the organization’s security policy  
• Establish the prevention plan  
• Inform and raise awareness among general management  
• Ensure the promotion of the IT security charter among users  
• Inspect and ensure that principles and rules for IS security are applied  

e-competences 
(e-CF) 

A.7. Technology Trend Monitoring  Level 4  
D.1. Information Security Strategy Development  Level 5  
E.3. Risk Management  Level 3  
E.8. Information Security Management  Level 4  
E.9. IS Governance  Level 4  

Sets of 
skills/knowledge 
(e-CFplus) 

A.7.: Technology Watching 
D.1.: Information Security Policy, Business Risk and ICT Security, Business 
Continuity Planning 
E.3.: ICT Risk Policy 
E.8.: Information Security System Management, Data Protection Management 
E.9.: IS Governance 

KPI area Security Policy effectiveness  
 

e-CFplus-European ICT 
Professional Profiles 

ICT Security Manager 
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e-CFplus provides well known methods and web tools to manage the assessment  of  
assets, in terms of possessed individual and business skills;  to be managed in a simple 
and effective way, allowing you to adapt and customize the entire system to each specific 
organization 
 
The main web tools provided to professionals and companies are the e-Competence 
Benchmark and e-Competence Management. 
 
 
 
e-Competence Management is a system designed for enterprise use that provides a 
vision that is analytical and concise, accurate and customizable of the individual and 
organization skills; in particular it provides: 
•standard individual reports; 
•customized reports for individuals, departments, organizations, professional families,…; 
•integration with leading systems of human resources management (SAP, Oracle, etc.); 
•analysis of individual and organizational gaps related to the 23 CEN profiles, the 21 
EUCIP profiles, and the profiles and functions defined by the organization; 
•personalization of the standard skills model (elimination of irrelevant skills , for the 
company; adding specific business/sector expertise, ...) 
•methodological and operational support. 
 

e-Cfplus: the tools 



PLAN 

  

PLAN-design 
•Business analyst + 
•Systema analyst + 
•Enterprise architect + 
•System architect + 

BUILD-development 
Developer + 
Digital media specialist + 
Test specialist + 

RUN-service&operations 
Data Base administrator + 
Service desk agent + 
System administrator + 
Network specialist + 
Technical specialist + 

ENABLE-support 
•ICT Consultant + 
•Account Manager + 
•ICT Trainer + 
•ICT Security specialist + 

MANAGE-business management 
•Business information manager + 
•Chief Information Officer + 
•ICT operation manager + 

MANAGE-technical management 
•Quality assurance manager + 
•ICT Security manager + 
•ICT Project manager + 
•Service manager + 

6 e-CFplus profiles families to be managed in 
the ICT professional system proposed by AICA 
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e-CFplus 
 System 



 
 
 
 

Target: professionals, managers and ICT entrepreneurs, individually 
 
Objectives and results to specialists in the target: set up and find 
answers to questions 
 
• What is the content of my work recognized today by the Italian 

labor market 
 

• What would be my career guidance including consideration of 
employability in the Italian and European market 
 

• How to get help to monitor the progress of the professional career 
and to gather information for the technical updating and systematic 
re-positioning in the labor market 

 
 
  
  
    

Professional path: positioning and monitoring  
  
 
 



registration/ 
objectives 

skill inventory ,  
competencies  

& gaps 

Proximity profile, 
level and positioning 

target profile & 
development 

Personal value 
 

1 

2 

3 

4 
validation and 

measure through 
 

 assessment e- CF 
based  

5 

Qualification 
 

Certification and 
register  7 6 9 

Focused  
Training plan 

10 

 
 
 
 

 
 
 

Qualified 
Training 
supplier  

The Professional monitoring 
& positioning path  

ICT Specialists would be 
positioned in respect of 6 
professional families 
•Business manager 
•Technical manager                 
•Plan-design  
•Build-development 
•Run-service & operations 
•Enable - support 

Repository and 
Forum 8 



Assessment Tool – Personal 
identification   



Assessment Tool – Questionnaire on Competencies  



Assessment Tool – Questionnaire on Proficiency levels  
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Professional Progression into an 
organization 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 

5 4 3 2 1  
 
 

•Competences  
•Proficiencies 
•Inputs to Europass CV  
•Support Plans for 
professional development  

 
 
 

Employers 
Role Profiles 

Practitioners  
self-assess  
against the e-CF  



Path Professional  
level 

IT Security  Specialist  
profile positioning    
(upon e-CF) 

Exam tools 

User 
Competencies 

  ECDL IT Security 
(automatic exam) 

Entry Qualification •1: associate  
 

•ICT Security Administrator  ITA Security  module  
(automatic exam) 

Level of 
professional 
Qualification 

•2: professional 
 
•3  senior 
professional 

•ICT Security Specialist   
 
•ICT Security  Specialist senior 

Self Assessment (e-CM) 
Accredited Assessor  

 
Certification 

•4: lead 
 

•ICT Security Integrator Written exam  (Core) 
Self Assessment 
Real experience Portfolio 
Exam commission  

• 5  principal •-- 

IT Security Specialist 
The professional path of the   ICT Security  

specialist 



Requirements for Security Specialist 
qualification and certification  
 

 seniority in the role of at least 36 months  
 
 self - assessment ranking  > 75% 

 
 written exam 

 
 oral exam with commission  
 
Otherwise QUALIFICATION  as  professional   for ranking between  50  
and  75%  



Detailed Personal Report 

 
 
 
 
 
 
 
 
 
 
 
 
                      

 
 
 
 
 
 
 

AICA Forum for 
 ICT Professionals 

peer-to-peer monitoring of competencies  
evolution 
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Thanks for your attention 
r.bellini@aicanet.it           www.aicanet.it 
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